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Physical IT security

Abstract

loT in industry has a high level of acceptance in most sectors. The majo-
rity of respondents to the etventure Digital Transformation 2019 survey
stated that digital technologies already play a medium to very large role
in their business model. According to the survey, electrical engineeringin
particular is increasingly relying on digitized processes. A strong trend in
this digitized direction can also be seen in other industries, such as me-
chanical engineering.

For this reason, physical and digital protection of data access is of great
importance for various processes. Nevertheless, implementation has of-
ten been lacking up to now. Avoidable causes are still to blame for securi-
ty incidents in IoT environments: from negligent handling of IT resources
by employees to theft or loss of devices or media.
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1. Introduction:
IT security inindustry 4.0

A

18,3 % of the biggest technological challenges
in the loT use cases is security.'

Since the term Industrie 4.0 was coined in 2011, many of the concepts
have been put into practice. We are in the midst of the fourth industrial
revolution with the digitalization of the production world through the In-
ternet of Things, new data-based business models are emerging and the
networking of production facilities continues to develop. This is making
companies fit for the future. Proponents of Industry 4.0 are pushing for
networked and more efficient production that simultaneously streng-
thens competitiveness in the market.

It is merging worlds that previously had little to do with each other: Pro-
duction facilities are highly networked and systems communicate with
each other independently, planning systems from the cloud calculate or-
der steps and machine assignments, plant operators monitor and control
remotely, and maintenance personnel access and carry out configura-
tion changes worldwide.

On the other hand, increasing networking also increases the vulnerabi-
lity of manufacturing companies to external attacks. Cyber security in
Industry 4.0 goes hand in hand with the physical protection of the IT in-
frastructure. The upcoming fourth industrial revolution with its strong
networking right down to the automation technology on the factory floor
has implications for the implementation of IT security. Particularly due to
the increased communication of elements, also across companies, the
implementation of the protection goals of availability, confidentiality and
authenticity as well as integrity are gaining particular importance.

This white paper explores ways to improve the physical IT security of

your data center by looking at data center structure, government regu-
lations, threats, and current security standards.

1 Plusserver: Studie Internet of Things (2022). Page 4.



2. Physical threats for critical
infrastructres

Threats to data centers can come

from outside or inside. They can the-

c refore take the form of environmen-
)4 24 tal factors such as fire, gas, smo-
ke, water or particles such as dust.

One of the most feared threats in data

M I | | I O n centers is fire, which can cause signifi-
cant damage by releasing aggressive

are the average costs of a gases into the IT infrastructure. For this
data leak in the industry. * reason, most data center components
are tested at a standard temperatu-

re curve of more than 1100°C. Tem-

perature sensors are a good solution

to prevent servers from overheating

or to stop a fire before it can spread.
Dust is another physical threat. The fine

particles in the air may not be noticea-

ble at first glance, but they can cause

servers to overheat and seriously da-

mage the data center. Dust in heat sinks

and fans impedes heat dissipation over

time, and the tiny dirt in a data center’s

raised floor affects underfloor air condi- 24%
tioning, raising operating temperatures,

reducing life expectancy and increasing

failure rates. Dust can affect everything

from energy efficiency to critical equip- of data leaks are due to
ment failures by causing contact breaks human factors.’

in connectors. In addition, particles

from clothing, cardboard, paper and

other seemingly harmless sands can

build up static charge and disrupt ser-

vers, causing data loss, incorrect com-

mands, reboots and other problems.

2 IBM: Cost of a Data Breach Report 2021. Page 1.
3 IBM: Cost of a Data Breach Report 2019. Figure 13.



The most obvious threat, however, is water. A broken water pipe or even auto-
matic sprinkler systems in the event of smoke or fire can also damage the data
center. But not all water damage in a data center, server room, production facility

“Humanrisk factor..”

or warehouse has to be severe. A water intrusion often causes only a short circuit.
Largerfloods, however, willalmost certainly cause significant datacenterdamage.

While the above hazards can be minimized through the use of appro-
priate sensors, such as humidity, temperature, smoke, or vibration sen-
sors, or through the use of an IP-protected rack, the risk of unaut-
horized access by employees or even outside individuals still exists.
Therefore, considering the human risk factors, an efficient security ma-
nagement system that can monitor all activities is required. Normally, data
centers are very well protected, as unauthorized individuals must first pass
through reception, cameras and security personnel. But when, for exam-
ple, employees gain unauthorized access and steal or damage data, it is not
so obvious at first. With the right measures, all these dangers are avoidable
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34% of the data thefts had
internal people involved.?

4 Verizon: 2019 Data Breach Invesitagtions Report. Figure 4.




3. Aspects of IT security

When planning a secure data center, one needs a well thought-out concept
to ensure the appropriate security requirements. Building security, clima-
te control, efficiency, scalability and incident management are all points to
consider. Not only are companies and organizations obligated to secure data
storage due to compliance and EU directives, there is of course an economic
interest involved.

of the biggest organizational challenges in IoT use cases is
the shortage of IT professionals.5

Building security and access control

An access control system that controls and logs every entry is
a must. Only in this way can users keep track of which peop-
le were in which (server) room at what time. Biometric access
systems, key cards, personal separation systems and camera
surveillance have proven to be a reliable standard.

Physical security essentially consists of two components: ac-
cess control and surveillance. Different devices and techno-
logies are used in both areas. Nevertheless, it makes sense to
integrate both into a unified security system.

5 Studie Internet of things, 2019.



Access control often starts at the property boundary. Em-
ployees, customers, suppliers and other guests are granted
access through the fence via an entrance gate. This is often
manned by a gatekeeper or some other form of access control
to verify that the appropriate people are authorized to enter
the property. In this way, an initial level of protection is alrea-
dy established. Before entering the building, a further check
is made to prevent unwanted visitors from entering. For this
purpose, a door intercom is often used, but access control by
smart card or smartphone is also very popular. It is usually ne-
cessary to implement further access controls inside the buil-
ding - for example, to individual departments or offices. Ho-
wever, securing the server rooms as well as the server cabinets
should not be neglected either. These are one of the places
most worthy of protection, as all data is processed and stored
there. Therefore, it is also a must to implement an appropriate
access control system there.

Securing the server room

Thisisaveryimportantaspect. Access to asmany serverrooms
as possible should be restricted. This is best done through an
access control system. Don’t forget access points such as win-
dows, intermediate doors, ventilation shafts and balconies to
various rooms. If an attacker can access your servers through
an open window, this needs to be changed as soon as possible.
Edge data centers, ol gateways and other systems at the net-
work perimeter must be comprehensively protected from risks
such as fire, overheating or moisture. But it's not just protec-
ting the space itself that's important. For additional security,
a control system must be implemented directly at the server
rack. This is a fundamental step in securing the infrastructure.
Today, every second IT failure is due to physical causes. It is
not only important to monitor permanently - critical conditions
must also trigger automatic alarms in real time. In addition, all
information should be integrated into a central monitoring sys-
tem. Healthcare facilities should therefore not lose sight of the
issue of physical security.




Air filters and conditioning

Cabinet Access Control System
Locking systems for monitoring
and controlling the access to the
rack directly at the cabinet.

ire and impact restistant rooms
The housing should meet the
EN1047-2 standards for fire and
shock/ impact

Cabinet Access Control System
Locking systems for monitoring
and controlling the access to the
rack directly at the cabinet.

Basic IT protection

With the current crises, such as the Corona pandemic, we have developed

a sense of the consequences that the shortage of resources can have.
So-called critical infrastructures (CRITIS) exist to prevent equipment and
systems from failing, which would lead to lasting supply bottlenecks or even
endanger public safety. They make, for example, the IT-Grundschutzkom-
pendium, IEC 62443 or the IT Security Act with strict specifications on how
security concepts are to be systematically applied. For automated produc-
tion, data and change management is becoming increasingly important, be-
cause it allows many of these requirements to be implemented with often
relative ease.



Fire protection

The events in Strasbourg at OVHcloud have shown it: Fires in
data centers can lead to economic consequences for com-
panies that threaten their existence. For this reason, there are
now early detection systems that permanently check the airin
the data center and sound the alarm at even a low level of soot
particles.

When it comes to fire protection, the division into different
fire compartments is also elementary, and fire doors, walls and
windows are a must. But it is also important to know, for exam-
ple, whether degassing, ventilation and pressure relief systems
are in place and whether systems can continue to operate af-
ter a fire.

Uninterruptible power supply

This has long been standard for business-critical components.
But the entire data center must meet this safety criterion just
as well. Therefore, it should be asked whether it is possible to
maintain uninterrupted business operations independent of
the public power grid and how long these redundant systems
canrun under the fullload that is then required. In addition: Are
there lightning protection devices and galvanic isolation of the
lines?

Cooling and humidity

Air conditioning plays an important role in view of the heat
emitted by IT equipment, which is why it should also be up-
graded several times. It can be a major challenge to keep tem-
perature and humidity within the ideal range. When planning,
excess capacity must also be factored into air conditioning,
especially as IT equipment changes more quickly and consu-
mes increasing amounts of energy.

As a component for external data exchange, a reliable network
connection is essential. This means, for example, providing an
additional connection through a second network operator, or
emergency plans with directional radio or satellite.

Network connection A
@



4. Standards and Guidelines

For all the above security measures, the following data regulations must be
complied with. The standards are not mandatory, but ensure a competitive

advantage.

‘ BSI: IT Security Act 2.0

The Security Act 2.0 of the Ger-
man Federal Office for Information
Security (BSI) has come into force
for all critical infrastructure sectors
(CRITIS). It states that affected
companies must have an informa-
tion security management system
(ISMS) in accordance with ISO/IEC
27001.

Operators of critical infrastructures
are required to implement systems
for attack detection. In future, re-
porting obligations will also apply
to companies that are of particular
public interest, such as companies
in the defense industry and classi-
fied IT, companies that are of parti-
cular economic importance due to
their high value added, and compa-
nies that are subject to regulation
under the Major Accidents Ordi-
nance. The draft contains a provi-
sion prohibiting the use of critical
components for which certification
is mandatory.

‘ ISMS

The Information Security Manage-
ment System (ISMS) defines the
controls that an organization must
implement to ensure that it mea-
ningfully protects the confiden-
tiality, availability, and integrity of
assets from threats and vulnerabili-
ties. At the core of the ISMS is infor-
mation risk management, a process
that involves assessing the risks an
organization must deal with in ma-
naging and protecting assets and
communicating the risks to all ap-
propriate stakeholders. As part of
information security management,
an organization can implement an
ISMS and other best practices in-
cluded in the ISO/IEC 27001, ISO/
IEC 27002, and ISO/IEC 27035 in-
formation security standards.



International
‘ Organization for

Standardization (ISO)
The ISO 2700 family is generally
the best known standard for IT se-
curity in collocation centers. It is a
standard for managing the securi-
ty of confidential information and
data. ISO/IEC 27001:2013 is speci-
fically for IT security management
systems. A large part of implemen-
ting ISO 27001 in the data center is
following organizational rules to mi-
nimize security breaches for both
the organization itself and its cus-
tomers. All eleven sections must be
implemented without expectation
in order for a company to receive
the seal of approval.

5. Conclusion

Data Protection

‘ Regulation (GDPR)

The GDPR (General Data Protec-
tion Regulation) is the European
data protection and security law
that came into effect in 2018. All
organizations doing business in Eu-
rope must comply with the GDPR.
Therefore, access to all personal
data, both electronic and physical,
must be inaccessible to unautho-
rized persons. The maximum fine
for non-compliance is either up to

€20 million or 4 percent of annual
turnover, whichever is greater.

While digitalization in Industry 4.0 brings a lot of benefits, it also poses dan-
gers. This is why strict security measures must be taken in this area in par-
ticular, in order to rule out any interference with production and also the
supply chain. After all, these supply chains are now also considered critical

infrastructures.
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